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Abstract--- In recent years, wireless mesh networks (WMNs) 
have emerged as a promising platform to provide easy 
Internet access.  However, this increasing popularity of 
WMNs makes them an ideal target for different attacks. One 
such attack is the pollution attack/ epidemic attack. Epidemic 
attack is a severe security problem in wireless mesh networks. 
Several papers in the literature bring about the idea of 
securing the WMN, however their role of defending the 
pollution attack is limited. This paper provides an 
environment to detect and identify the malicious node that 
pollutes the packets. The detection algorithm implemented is 
based upon the time based checksum and batch verification in 
the MAC Opportunistic routing and encoding (MORE). This 
system allows an easy way of finding the malicious neighbor 
node. The identified malicious node is stopped from further 
communication. The packets transmitting via the malicious 
node is dropped and the packets are retransmitted to the 
destination. 
Index terms--- Wireless mesh networks, epidemic spreading, 
network coding, MORE, malicious node, packet forwarding. 
 

I. INTRODUCTION 
Wireless Mesh Network is the providing the best of its 
access in recent world. A wireless mesh network (WMN) is 
made up of several nodes organized in a mesh topology. 
Every node under same radio coverage can communicate 
with each other. Even if one node fails, the other nodes can 
still communicate with each other, directly or through one 
or more intermediate nodes. Wireless mesh networks 
usually produces high loss rates. Year’s back, to improve 
the performance of wireless mesh networks opportunistic 
routing protocols were introduced [16], [17]. There are 
many types of opportunistic routing protocols like GOR 
Geographical Opportunistic Routing), MGOR (Multi rate 
Geographical Opportunistic Routing), LMTOR (Least 
Medium Time Opportunistic Routing), MORE (MAC 
Opportunistic Routing and Encoding). In Opportunistic 
routing protocol, any node that overhears the transmission 
of another node can participate in packet forwarding. Using 
these protocols, high end-to-end throughput was obtained 
even if the links are lossy All the neighbor nodes overhear 
the packet transmission and takes part in packet forwarding, 
thus collision occurs and the network capacity is reduced. 
To address these issues network coding enabled wireless 
mesh networks were introduced. Network coding is used to 
improve the efficiency of the mesh networks. Network 
coding increases the throughput. When network coding is 
applied it is not necessary to send each and every packets 
one by one, many packets of same generation can be mixed 

and sent through the network. This can be used to attain the 
maximum possible information  flow  in a network. 
Network coded mesh networks provides fewer redundant 
packet transmission and the network capacity is increased 
[1], [14]. However, network coding opens the door for 
pollution attacks. Any intermediate node that acts as an 
attacker node can intrude the malicious information into the 
legitimate packets transmitting via it [15]. This kind of 
attacker nodes should be identified immediately, if not 
identified the malicious packets will be sent to all the other 
neighbor nodes. Since all the nodes in a WMN participate 
in encoding and packet forwarding, polluted packets will 
behave like an epidemic and can be easily propagated 
across the entire network, thereby significantly consume the 
network resource and degrade the performance of 
legitimate flows.  
This paper focuses on detecting and identifying the 
malicious node by using time based check sum and batch 
verification methods. The detection technique is 
implemented using MORE protocol during the packet 
forwarding in the wireless mesh networks. The malicious 
node is stopped from access and the retransmission path of 
the unsent packets is found and the packets are sent to the 
destination. This retransmission provides the secure 
forwarding of packets with high reliability. 
This paper includes a brief explanation on wireless mesh 
networks and Network coding, System architecture, 
Detection Methodology, Experimental results, conclusion.     
 

II. WIRELESS MESH NETWORKS 
As various wireless networks evolve into the next 
generation to provide better services, a key technology, 
wireless mesh networks (WMNs), has emerged to provide 
easy internet access [18]. Wireless mesh networks can 
easily, effectively and wirelessly connect entire cities using 
inexpensive, existing technology. WMNs has its own 
advantages with lots of applications e.g., neighborhood 
networks, enterprise networking, broadband home 
networking, etc. Mesh networks are self configuring; a new 
node can be easily added into the mesh network without 
doing any type adjustments by the administrator of the 
network. 
Mesh networks are self healing; Even if some nodes are 
blocked, they can find their own path automatically to 
transmit the datas. Under same radio coverage some nodes 
will be blocked some node may lose signal but the 
transmission will not be stopped due to these reasons.The 
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capacity of WMNs is affected by many factors such as 
network architecture, network topology, traffic pattern, 
network node density, number of channels used for each 
node, transmission power level, and node mobility [19]. A 
guideline to improve the capacity of ad hoc networks: A 
node should only communicate with nearby nodes. To 
implement this idea, two major schemes are suggested in 
[19]: 
Throughput capacity can be increased by   deploying 
relaying nodes. Nodes need to be grouped into clusters 
However, these schemes have limitations. In the first 
scheme, to increase the throughput a very large number of 
communication nodes are mandatory and it will increase 
the cost of the network. In second scheme, clustering nodes 
in a wireless mesh network is a difficult task. So both these 
schemes are not preferred. 
A.   Security Issues 
Security for wireless networks is an important task. So 
every network provides the Authentication, Authorization 
and Accounting services. But in a wireless mesh networks 
due to the vulnerability of nodes authentication, 
authorization can not completely secure the communication 
systems and the packet delivery. The packets are not sent 
fully in a network coded system. All the packets are spitted 
and sent to the destination. During this type of packet 
delivery, there are some attacker nodes which act as the 
intermediate nodes. When the packet gets transmitted 
through these types of attacker nodes, they include all the 
unwanted information into the packets to make it a 
malicious packet. So the originality of the packet is reduced 
and it will produce the wrong result when it’s decoded 
finally at the destination. 
To secure the wireless mesh network from this type of 
attacks many papers in the literature has produced several 
enhancements. But all those enhancements failed to secure 

the network. This paper introduces the time based 
checksum verification. Whenever a packet is created, the 
time is noted from the source and the checksums are 
generated. If an attacker node tries to include the unwanted 
texts into the packets the time at which it is intruded is 
noted in the header of the packet. So when this packet is 
sent to next node, it gets detected by the checksum 
verification method. So now the malicious neighbor node is 
identified. 

 
III. NETWORK CODING 

    Network coding is a concept which was proposed in the 
wireless mesh networks to increase the throughput. When 
network coding is implemented in WMNs, the message or 
file or information that is ready to be sent to the destination 
breaks up into several generations say G1, G2,…., Gn. 
Each generation are divided into N packets say P1, P2, 
P3…., Pn. The n numbers of packets in a particular 
generation are called its native packets. All the packets are 
encoded using keys generated by RSA algorithm. Network 
coding opens door for packet mixing. When the coded 
packets are getting transmitted, it has to go via a path and 
the nodes along that path are called the intermediate nodes. 
The intermediate malicious node can modify the encoded 
packets during packet forwarding. So, the network coding 
itself makes the WNMs vulnerable to pollution attack, 
which can make an epidemic spreading throughout the 
network and spoil whole of the network. This issue is 
addressed in this paper. Detection and identification of 
malicious node in a simple way is represented. 
There are different types of network coding; in this paper 
we use linear network coding technique as it produces 
maximum capacity. 
 

 
 

 
 Fig. 1 Infrastructure of Wireless Mesh Networks 
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V. SYSTEM ARCHITECTURE 
The detection algorithm proposed in this paper is based on 
batch verification to identify pollution attackers. In MORE, 
the source node sends packets in generations, and each 
generation contains n native packets. When the source node 
is permitted to transmit, it will broadcast coded packets 
which are the linear combination of the native packets 
instead of directly broadcasting the native packets.  
A MORE header is attached to each coded packet which 
contains a list of potential forwarders. Before transmitting 
the packets, the source node finds the shortest path to the 
destination. Under the same radio coverage there will be 
several neighbor nodes but the source node selects only the 
path with shortest number of nodes. After finding the path 
the coded packets are transmitted through the generated 
path.  
Whenever a node receives a packet, it checks whether the 
packet is in the forwarder list or not, and also checks 
whether the packet is innovative or not. If yes, it makes a 
number of transmissions wherein each transmitted packet is 
also a linear combination of all its received packets in the 
same generation. For the destination node, if it receives n 
independent packets, it sends an acknowledgment to inform 
the source to transmit next generation. 
A.   Network topology 
Any number of nodes can be created. Each node represents 
the system under communication link. Each node sends 
“hello” message to other nodes which allows detecting it. 
Once a node detects “hello” message from another node 
(neighbor), it maintains a contact record to store 
information about the neighbor. Using multicast socket, all 
nodes are used to detect the neighbor nodes. 
B.   Finding Neighbors 
The nodes inside same radio coverage are considered to be 
neighbours. Using multicast socket, all nodes are used to 
detect the neighbor nodes. The node without neighbours are 
considered to stand alone node. 
C.   Key Generation 
The keys are generated in each node for security.  Three 
types of keys are generated using RSA algorithm.  
• Encryption key 
• Decryption key 
• Signatures 
Encryption key: The original message is encrypted using 
encryption key. Encryption key is a public key.  
Decryption key:  The encrypted message is converted to 
original message by using decryption key. Decryption key is 
a secret key. 
Signature: The receiver may need to verify that the 
transmitted message was originated from the sender. This 
type of authentication is done using the signatures. Every 
node has its own signature. 
D.   Path finding 
 Each node establishes the routing protocol to find the 
nearest node using shortest path algorithm.  Multiple paths 
will be found for transmission. The path with minimum 
number of hopes will be elected for transmission. The path 
for retransmission is also found using the shortest path 
algorithm. 
 

 
Fig. 2 secured system 

 
E.   Detection Algorithm in secured forwarding 
During the forwarding phase, a MORE header is attached to 
each coded packet which contains a list of potential 
forwarders. The source node chooses all its downstream 
nodes which have a lower ETX distance to the destination 
as the potential forwarders. For a forwarder, when it 
receives a packet, it checks whether it is in the forwarder 
list or not, and also checks whether the packet is innovative 
or not. If yes, it makes a number of transmissions wherein 
each transmitted packet is also a linear combination of all 
its received packets in the same generation. For the 
destination node, if it receives n independent packets, it 
sends an acknowledgment to inform the source to transmit 
next generation. 
The reason why malicious nodes may imitate legitimate 
nodes is to thwart the detection so as to reduce the chance 
of being detected. On the other hand, for any legitimate 
node, it strictly follows the routing protocol. Specifically, a 
legitimate node maintains two buffers, verified buffer and 
unverified buffer. 
Every time when it is going to forward packets, it only 
encodes the packets in the verified buffer. On receiving a 
new packet, it buffers the packet into the unverified buffer. 
When a checksum packet arrives, it verifies those packets 
in the unverified buffer based on the time based checksum 
verification scheme. If the batch verification matches, then 
all verified packets are shifted to verified buffer, otherwise, 
all packets are discarded.  
Note that, by dropping the packets when batch verification 
does not match, epidemic spreading of polluted packets is 
avoided so that all packets forwarded by legitimate nodes 
are valid. 
The messages are sent along the route constructed from the 
source node to the source mesh router, which is protected 
with local session keys. Next, the source router finds out 
the correct destination router and routes the packet to the 
destination router. Every mesh router knows how to reach a 
specific node since each node has registered with the 
nearest mesh router. The destination mesh router dispatches 
the message to the destination node. 
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Fig. 3 Packet format 

a) Source 
The source breaks up the file into batches of K packets, 
where K may vary from one batch to another. These K 
uncoded packets are called native packets. When the 802.11 
MAC is ready to send, the source creates a random linear 
combination of the K native packets in the current batch 
and broadcasts the coded packet. In MORE, data packets 
are always coded. A coded packet is p′j = Pi cji pi, where 
the cji’s are random coefficients picked by the node, and 
the pi’s are native packets from the same batch. We call ~cj 
= (cj1, . . . , cji, . . . , cjK) the code vector of packet p′j . 
Thus, the code vector describes how to generate the coded 
packet from the native packets. The sender attaches a 
MORE header to each data packet. The header reports the 
packet’s code vector (which will be used in decoding), the 
batch ID, the source and destination IP addresses, and the 
list of nodes that could participate in forwarding the packet. 
To compute the forwarder list, we leverage the ETX 
calculations. Specifically, nodes periodically ping each 
other and estimate the delivery probability on each link. 
They use these probabilities to compute the ETX distance 
to the destination, which is the expected number of 
transmissions to deliver a packet from each node to the 
destination. The sender includes in the forwarder list nodes 
that are closer (in ETX metric) to the destination than itself, 
ordered according to their proximity to the destination. The 
sender keeps transmitting coded packets from the current 
batch until the batch is acknowledged by the destination, at 
which time, the sender proceeds to the next batch. 
b) Destination 
Once the destination receives K innovative packets, it 
decodes the whole batch. As soon as the destination 
decodes the batch, it sends an acknowledgment to the 
source to allow it to move to the next batch. ACKs are sent 
using best path routing, which is possible because MORE 
uses standard 802.11 and co-exists with shortest path 
routing. ACKs are also given priority over data packets at 
every node. 
c) Retransmission If a malicious node or the attacker node 
is found, it is purged from access. So that the packets in the 
non-verified buffer of a attacker node can not reach the 
destination. These packets are retransmitted via a newly 
found path, before the new shortest path is found for 
retransmission.  
 

VI. DETECTION METHEDOLOGY 
It is necessary to detect the WMNs to provide secure 
forwarding of datas.  We focus on backbones of WMNs 

which use network coding enabled opportunistic routing 
protocol (e.g., MORE). 
A.   Time based Checksum and batch verification:                    
Every legitimate node strictly follows the routing protocol. 
Specifically, a legitimate node maintains two buffers, 
verified buffer and unverified buffer. Every time when it is 
going to forward packets, it only encodes the packets in the 
verified buffer. On receiving a new packet, it buffers the 
packet into the unverified buffer.  
When a checksum packet arrives, it verifies those packets 
in the unverified buffer based on the time based checksum 
verification scheme. If the batch verification matches, then 
all verified packets are shifted to verified buffer, otherwise, 
all packets are discarded and the node detects a polluted 
packet. Note that, by dropping the packets when batch 
verification does not match, epidemic spreading of polluted 
packets is avoided so that all packets forwarded by 
legitimate nodes are valid. 
B.   Identifying malicious neighbor: 
As soon as the polluted packet is detected, the next step is 
to identify the malicious neighbor that polluted the packet. 
Since the detection algorithm implements a new MORE 
header containing time of packet generation t, total number 
of generations G,  generation number Gn, total number of 
packets in each generation P, packet number Pn, source 
address S, neighbor node address Na, destination address 
D. In each node all this information is checked by time 
based checksum verification.  
So as soon as a polluted packet is detected the more headers 
help us to identify the neighbor node that polluted the 
packet. Thus the malicious neighbor node is identified and 
the node is stopped from further communication.   
 

 
Fig.4 Architectural Diagram 
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VII. EXPERIMENTAL RESULT 
To find out the effectiveness of the system 3 experiments 
with 10nodes were done.  The experiments with its results 
are shown in the table and graph. Table 1 and 2 shows the 
difference between the existing and proposed systems. 

 
TABLE I. RESULT FOR EXISTING ALGORITHM 

 
TABLE II. RESULT FOR PROPOSED SYSTEM 

 

 
Fig. 5 Experimental result 

 
VIII. CONCLUSION 

MORE protocol is not only the best protocol in network 
coding enabled wireless mesh networks but also helps use 
to identify malicious neighbor by using time based check 
sum verification and batch verification. The time based 
check sum and batch verification methods helps to discover 
the malicious neighbor node without changing the existing 
routing algorithm. The detection algorithm used is very 
effective to find out the malicious node. This paper also 
helps to find the alternative way to send the packets / 
retransmission so that the packets dropped from the 
malicious node will reach the destination as a legitimate 
flow of valid packets.  
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 Malicious node 
Average detection 

time 
Exp. 1 Node 3 3.60 sec 
Exp. 2 Node 3, node5 6.21 sec 
Exp. 3 Node 3, node 5, node 8 10.30 sec 

Experiment Malicious node 
Average 
detection 

time 

Average 
Retransmission 

time 
Exp. 1 Node 3 3.20 sec 4.10 
Exp. 2 Node 3, node5 5.40 sec 5.50 

Exp. 3 
Node 3, node 5, 
node 8 

9.50 sec 10.20 
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